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2 Department of Foreign Affairs and Trade (Australia). 2025. “Multilateral Sanctions Monitoring Team
(MSMT) Steering Committee Inaugural Meeting Joint Statement.” February 21.

https://www.dfat.gov.au/news/media-release/multilateral-sanctions-monitoring-team-msmt-

steering-committee-inaugural-meeting-joint-statement.

3 Global Affairs Canada. 2026. “Alert to Countries, Companies and Other Entities Regarding North
Korean IT Workers.” July 31. https://www.canada.ca/en/global-affairs/news/2026/07/alert-to-

countries-companies-and-other-entities-regarding-north-korean-it-workers.html.
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* Spokesperson of the DPRK Ministry of Foreign Affairs. 2026. “DPRK Foreign Ministry Spokesperson
on U.S. Groundless ‘Theory of Cyber Threat'.” Korean Central News Agency (KCNA). August 4.
https://www.globalsecurity.org/wmd/library/news/dprk/2026/dprk-260804-kcna01.htm.

> Spokesperson of the DPRK Ministry of Foreign Affairs 2026. -9 QtRE 2] ME7od-2 g Alot9]
ARE PAR @A AFEA vhe[E AEjolu, MSMT & o]=fgh Aleko] F&EA] b= FAIA=ES]
AHA|

¢ Collier, Jamie. 2025. “DPRK IT Workers Expanding in Scope and Scale.” Google Threat Intelligence

Group. April 2. https://cloud.google.com/blog/topics/threat-intelligence/dprk-it-workers-

expanding-scope-scale?hl=en.

7 Multilateral Sanctions Monitoring Team (MSMT). 2025. “The DPRK’s Violation and Evasion of UN

Sanctions through Cyber and Information Technology Worker Activities.” October 22.
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8 U.S. Department of Justice, Office of Public Affairs. 2024. “Justice Department Announces Arrest,
Premises Search, and Seizures of Multiple Website Domains to Disrupt Illicit Revenue Generation
Efforts of Democratic People’s Republic of Korea.” May 16.

https://www.justice.gov/archives/opa/pr/justice-department-announces-arrest-premises-search-

and-seizures-multiple-website-domains.

© EAI 2026


https://www.justice.gov/archives/opa/pr/justice-department-announces-arrest-premises-search-and-seizures-multiple-website-domains
https://www.justice.gov/archives/opa/pr/justice-department-announces-arrest-premises-search-and-seizures-multiple-website-domains

AHlz AZYAG YRS FRHORA, ShIo SAHAY AFHoR BothO olF whe
A%dom SiElol, 20259 Ul U 147 F 212014 FATEAH 242 Fo LE
137917 gEiglon, B IT wE5AE FUENE w3 0 A9 dxe A7 HEYY Fa
dhigo] =gic.”

et ogdt QT B3 IT =EASY By AY BES WEE RS 72

-

APYRIFL 20259 49 B 1T =54 6l 0 Aol ojH ol wheh ojRo] 2.5/ B3k
IT Bl 9 Aol 93 5 A AAE SEE A7 ety BAY ! quhos
HlE Y BE T Jladel te A s Aol e WY 849 Wsph A gowA,

N

OhE L8AFC RS FAEE g} Ade ushy] A%t AFFHY Y A5t FAlo] wEH
GTIG7} &3t & 53 IT kA 20249 2 7I& 83 vl=o] 24 i 12709 71
AEs &5t ojgejohdE-TH oA o Tt RE - Aoy HEY 5 of =FO

YT GTIGE ET 543 ZERZAAY 3 A=S glglen, Fxoie & /Hdoly

|
Il
24
-0,
2
2
1
X
o,
2,
X
i)
iy
Mo
il
Y
=
Ll
i)
[m
4
o
>,
&,
il
el
)
3i°"

o B 2ol Upwork,

Freelancer, Telegrami}t Z& %2=7 ZhEZo] FLEYY, Fo AFol: TransferWise,

? U.S. Department of Justice 2024.
10°U.S. Department of Justice, Office of Public Affairs. 2025a. “Justice Department Announces
Coordinated, Nationwide Actions to Combat North Korean Remote Information Technology Workers’

Illicit Revenue Generation Schemes.” June 30. https://www.justice.gov/opa/pr/justice-department-

announces-coordinated-nationwide-actions-combat-north-korean-remote.
' Collier 2025.
12 Collier 2025.
3 Collier 2025.
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4 Collier 2025.
B Collier 2025.
1 CrowdStrike. 2026. “CrowdStrike 2026 Technology Threat Landscape Report: China’s Ambitions

Fuel Attacks.” June 9. https://www.crowdstrike.com/en-us/blog/crowdstrike-2026-technology-
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7 United Nations Security Council. 2017a. “Resolution 2375 (2017).” S/RES/2375. September 11.

. 2017b. “Resolution 2397 (2017).” S/RES/2397. December 22.
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Y Department of Foreign Affairs and Trade (Australia). 2026. “Joint Statement on North Korean IT
Workers.” July 31.
20 Financial Action Task Force (FATF). 2025. “Complex Proliferation Financing and Sanctions Evasion

Schemes.” June. https://www.fatf-gafi.org/en/publications/Financingofproliferation/complex-

proliferation-financing-sanction-evasion-schemes.html.

1 FATF 2025.
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22 U.S. Attorney’s Office, District of Columbia. 2026. “Ukrainian National Sentenced in ‘Laptop Farm’
Scheme That Helped North Korean Information Technology Workers Obtain Remote Jobs at 40 U.S.

Companies.” U.S. Department of Justice. February 19. https://www.justice.gov/usao-

dc/pr/ukrainian-national-sentenced-laptop-farm-scheme-generated-income-north-korean-it-

workers.

2 U.S. Attorney’s Office, District of Columbia 2026.

2 .S. Attorney’s Office, District of Columbia 2026.

2 U.S. Department of Justice, Office of Public Affairs. 2025b. “Two North Korean Nationals and

Three Facilitators Indicted for Multi-Year Fraudulent Remote Information Technology Worker
Scheme That Generated Revenue for the Democratic People’s Republic of Korea.” January 23.

https://www.justice.gov/opa/pr/two-north-korean-nationals-and-three-facilitators-indicted-multi-

year-fraudulent-remote.

% U.S. Attorney’s Office, Southern District of Florida. 2026. “Two U.S. Nationals Sentenced for
Facilitating Fraudulent Remote Information Technology Worker Schemes to Generate Revenue for
the Democratic People’s Republic of Korea.” U.S. Department of Justice. May 6.
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https://www.justice.gov/usao-sdfl/pr/two-us-nationals-sentenced-facilitating-fraudulent-remote-

information-technology.

27 U.S. Attorney’s Office, Northern District of Georgia. 2025. “Four North Koreans Charged in Nearly
$1 Million Cryptocurrency Theft Scheme.” U.S. Department of Justice. June 30.

https://www.justice.gov/usao-ndga/pr/four-north-koreans-charged-nearly-1-million-

cryptocurrency-theft-scheme.

28 U.S. Attorney’s Office, Northern District of Georgia 2025.
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2 U.S. Department of Justice 2024; 2025a.

3 Buropean Commission. 2026. “Proposal for a Regulation of the European Parliament and of the
Council on the European Union Agency for Criminal Justice Cooperation (Eurojust) and Repealing
Regulation (EU) 2018/1727.” COM(2026) 570 final. Supporting documents for the 2026 revision of

Eurojust. June 24. https://commission.europa.eu/publications/supporting-documents-2026-

revision-eurojust_en.
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